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(57) ABSTRACT

A system and method can ensure Internet Protocol (IP)
address and node name consistency when performing remote
transactions via multiple un-related IP addresses for the same
remote peer. The system can ensure that all cooperating peer
nodes are in full agreement of the names and IP addresses at
any point in time. In particular, when network configurations
can be updated dynamically, the system can ensure that such
updates do not lead to inconsistent or failed transactions
because a peer node has a stale view of what addresses to use.
Furthermore, the peer node that initiates the transaction can
verify that all the other peer nodes have exactly the same view
of the overall system configuration, in order to ensure that
each distributed transaction is carried out using consistent
address information.
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1
SYSTEM AND METHOD FOR ENSURING
INTERNET PROTOCOL (IP) ADDRESS AND
NODE NAME CONSISTENCY IN A
MIDDLEWARE MACHINE ENVIRONMENT

CLAIM OF PRIORITY

This application claims priority on U.S. Provisional Patent
Application No. 61/692,164, entitled “SYSTEM AND
METHOD FOR ENSURING INTERNET PROTOCOL (IP)
ADDRESS AND NODE NAME CONSISTENCY IN A
MIDDLEWARE MACHINE ENVIRONMENT” filed Aug.
22,2012, which application is herein incorporated by refer-
ence.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright rights
whatsoever.

FIELD OF INVENTION

The present invention is generally related to computer sys-
tems, and is particularly related to a middleware machine
environment.

BACKGROUND

The interconnection network plays a beneficial role in the
next generation of super computers, clusters, and data cen-
ters. For example, the InfiniBand (IB) technology has seen
increased deployment as the foundation for a cloud comput-
ing fabric. As larger cloud computing architectures are intro-
duced, the performance and administrative bottlenecks asso-
ciated with the traditional network and storage have become
a significant problem.

This is the general area that embodiments of the invention
are intended to address.

SUMMARY

Described herein is a system and method that can ensure
Internet Protocol (IP) address and node name consistency
when performing remote transactions via multiple un-related
1P addresses for the same remote peer. The system can ensure
that all cooperating peer nodes are in full agreement of the
names and [P addresses at any point in time. In particular,
when network configurations can be updated dynamically,
the system can ensure that such updates do not lead to incon-
sistent or failed transactions because a peer node has a stale
view of what addresses to use. Furthermore, the peer node
that initiates the transaction can verify that all the other peer
nodes have exactly the same view of the overall system con-
figuration, in order to ensure that each distributed transaction
is carried out using consistent address information

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 shows anillustration of supporting distributed trans-
actions using highly available communication in a middle-
ware machine environment, in accordance with an embodi-
ment of the invention.
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FIG. 2 shows an illustration of ensuring consistent address
information for supporting distributed transactions in a
middleware machine environment, in accordance with an
embodiment of the invention.

FIG. 3 shows an illustration of supporting distributed trans-
actions when network configuration changes in a middleware
machine environment, in accordance with an embodiment of
the invention.

FIG. 4 illustrates an exemplary flow chart for ensuring
consistent address information for supporting distributed
transaction in a middleware machine environment, in accor-
dance with an embodiment of the invention.

DETAILED DESCRIPTION

The invention is illustrated, by way of example and not by
way of limitation, in the figures of the accompanying draw-
ings in which like references indicate similar elements. It
should be noted that references to “an” or “one” or “some”
embodiment(s) in this disclosure are not necessarily to the
same embodiment, and such references mean at least one.

The description of the invention as following uses the
Internet Protocol (IP) network as an example for a computer
network. It will be apparent to those skilled in the art that
other types of computer networks can be used without limi-
tation.

Described herein is a system and method that can ensure
system configuration consistency, such as IP address and
node name consistency, in a middleware machine environ-
ment.

FIG. 1 shows an illustration of supporting distributed trans-
actions using highly available communication in a middle-
ware machine environment, in accordance with an embodi-
ment of the invention. As shown in FIG. 1, a middleware
machine environment 100 can include one or more peer nodes
A-D 101-104 that are interconnected via different subnets,
e.g. subnets A-C 111-113. Each peer node A-D 101-104 can
be associated with different IP addresses, e.g. IP addresses
121-124, and various network interfaces, e.g. network inter-
faces 131-134.

In accordance with an embodiment of the invention, vari-
ous distributed transactions can be performed, or imple-
mented, in the middleware machine environment 100, using
highly available communication via multiple networks (or
subnets) via multiple local network interfaces and multiple
independent local and remote IP addresses.

Furthermore, all cooperating peer nodes A-D 101-104 can
be in full agreement about the names and IP addresses that are
relevant for each such peer at any point in time. Additionally,
when network configurations, e.g. network configuration
110, is updated dynamically, it is beneficial to ensure that
such updates do not lead to inconsistent or failed transactions
because some peer has a stale view of what addresses to use.

FIG. 2 shows an illustration of ensuring consistent address
information for supporting distributed transactions in a
middleware machine environment, in accordance with an
embodiment of the invention. As shown in FIG. 2, a peer node
A 201 can initiate a distributed transaction 210 with one or
more remote peer nodes, e.g. a peer node B 202, in a middle-
ware machine environment 200. Here, the peer node A 201 is
associated with network addresses 211-212, and the peer
node 202 is associated with network addresses 221-223.

In order to ensure that the distributed transaction 210 can
be carried out using consistent address information, the peer
node A 201 can verify that all the other peer nodes, such as the
peer node B 202, have exactly the same view of the total
system configuration as itself.
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In accordance with an embodiment of the invention, the
information to be checked by the peer node A 201, which
initiates the distributed transaction 210, can include one or
more unique names associated with each peer node, a list of
networks, and the IP addresses that each peer node is sup-
posed to be reached via for each individual network.

Furthermore, each remote peer node (e.g. the peer node B
202) can ensure that information about itself is consistent
with the local OS/networking configuration 230 before
responding. Thus, the system can be assured that no admin-
istrator error can prevent consistent execution of distributed
transactions.

FIG. 3 shows anillustration of supporting distributed trans-
actions when network configuration changes in a middleware
machine environment, in accordance with an embodiment of
the invention. As shown in FIG. 3, a distributed transaction
can be performed in a middleware machine environment 300,
involving peer nodes A-C 301-303. Here, the peer node A 301
can be associated with a network address 311, while the peer
node B 302 can be associated with network addresses 321-
322 and the peer node C 303 can be associated with network
addresses 331-333.

In accordance with an embodiment of the invention, when
a change in the networking configuration 320 happens, the
system can bring all cooperating peer nodes A-C 301-303 in
synchronization, before any subsequent distributed transac-
tions can be carried out. Additionally, the update of the net-
working configuration 320 can be either automatic or manual
as long as the required consistency can be achieved.

Furthermore, for a fixed set of cooperating peer nodes A-C
301-303 with potential changes in networking address infor-
mation, the robust consistency check carried out by the sys-
tem as part of each distributed transaction can be sufficient to
ensure that no distributed transaction can be successfully
initiated during a period when the network configuration is
not consistent among all cooperating peer nodes A-C 301-
303.

Also, there can be situations when the set of cooperating
nodes A-C 301-303 may not be in synchronization in terms of
the list of member nodes itself. The robust consistency checks
can ensure that each cooperating node A-C 301-303 can have
the same view of what the total set of nodes are, in addition to
which addresses are associated with each node. For example,
the system can detect a change (or inconsistency) in the
network configuration 320 using the above scheme, if the list
of cooperating peer nodes is to be changed.

In accordance with an embodiment of the invention, a
change (or inconsistency) in the network configuration 320
can be detected synchronously, and the overall configuration
information can be checked and updated as appropriate in
order to allow the subsequent transactions to take place.

As shown in FIG. 3, a network address 331 can be dynami-
cally changed during the execution of a distributed transac-
tion. This change (or inconsistency) in the network configu-
ration 320 may happen after the relevant address is no longer
in use (or the relevant address is never used at all) during the
distributed transaction. In these cases, the change (or incon-
sistency) in the network configuration 320 may not cause any
issue for performing the transaction.

Additionally, the change in the network configuration 320
may happen while the address is still being used or before it is
used. In such cases, the issue may either be detected by an
address probe operation, via an explicit check operation as
part of a remote operation, or be handled as a communication
failure (e.g. TCP timeout) during the actual communication.

FIG. 4 illustrates an exemplary flow chart for ensuring
consistent address information for supporting distributed
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4

transactions in a middleware machine environment, in accor-
dance with an embodiment of the invention. As shown in FIG.
4, at step 401, a peer node can initiate one or more distributed
transactions with one or more remote peer nodes, each of
which can be associated with multiple network addresses.
Then, at step 402, the peer node can verify that each remote
peer node has a same view of system configuration. Further-
more, at step 403, the system can execute the distributed
transactions via the multiple network addresses associated
with the remote peer node.

The present invention may be conveniently implemented
using one or more conventional general purpose or special-
ized digital computer, computing device, machine, or micro-
processor, including one or more processors, memory and/or
computer readable storage media programmed according to
the teachings of the present disclosure. Appropriate software
coding can readily be prepared by skilled programmers based
on the teachings of the present disclosure, as will be apparent
to those skilled in the software art.

In some embodiments, the present invention includes a
computer program product which is a storage medium or
computer readable medium (media) having instructions
stored thereon/in which can be used to program a computer to
perform any of the processes of the present invention. The
storage medium can include, but is not limited to, any type of
disk including floppy disks, optical discs, DVD, CD-ROMs,
microdrive, and magneto-optical disks, ROMs, RAMs,
EPROMs, EEPROMs, DRAMs, VRAMs, flash memory
devices, magnetic or optical cards, nanosystems (including
molecular memory ICs), or any type of media or device
suitable for storing instructions and/or data.

The foregoing description of the present invention has been
provided for the purposes of illustration and description. It is
not intended to be exhaustive or to limit the invention to the
precise forms disclosed. Many modifications and variations
will be apparent to the practitioner skilled in the art. The
embodiments were chosen and described in order to best
explain the principles of the invention and its practical appli-
cation, thereby enabling others skilled in the art to understand
the invention for various embodiments and with various
modifications that are suited to the particular use contem-
plated. It is intended that the scope of the invention be defined
by the following claims and their equivalence.

What is claimed is:

1. A method for supporting distributed transactions in a
middleware machine environment, comprising:

initiating, via a peer node, a distributed transaction with

one or more remote peer nodes, each of which is asso-
ciated with multiple network addresses;

verifying, via the peer node, as part of the distributed

transaction, that the one or more remote peer nodes all

have a same view of a network configuration, including,

upon a change in the network configuration,

ensuring that no distributed transaction is initiated dur-
ing a period when the network configuration is incon-
sistent among cooperating peer nodes,

synchronizing the cooperating peer nodes before subse-
quent distributed transactions can be processed,

performing one or more network configuration updates
automatically or manually, and

ensuring that the one or more network configuration
updates do not cause either the peer node or the one or
more remote peer nodes to have a stale view of the
network configuration; and

executing the distributed transaction via the multiple net-

work addresses associated with the one or more remote
peer nodes.
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2. The method according to claim 1, further comprising:
allowing the network configuration to include at least one
of
one or more unique names associated with each peer
node, a list of networks, and
internet protocol (IP) addresses to reach each peer node.
3. The method according to claim 1, further comprising:
checking, via the one or more remote peer nodes, before
responding, whether local system configuration infor-
mation is consistent with local OS/networking configu-
ration.
4. The method according to claim 1, further comprising:
detecting a change in a list of cooperating peers.
5. The method according to claim 1, further comprising:
dynamically changing the network addresses during the
execution of the distributed transaction.
6. The method according to claim 5, further comprising:
using an address probe operation or a communication fail-
ure to detect the change of the network addresses, if the
change happens while the network addresses are in use.
7. A system for supporting distributed transactions in a
middleware machine environment, comprising:
one or more computing devices having microprocessors,
and a peer node running on the one or more micropro-
cessors computing devices, wherein the peer node oper-
ates to
initiate a distributed transaction with one or more remote
peer nodes, each of which is associated with one or more
multiple network addresses;
verity, as part of the distributed transaction, that the one or
more remote peer nodes all have a same view of a system
network configuration, including, upon a change in the
network configuration,
ensuring that no distributed transaction is initiated during a
period when the network configuration is inconsistent among
cooperating peer nodes,
synchronizing the cooperating peer nodes before subsequent
distributed transactions can be processed,
performing one or more network configuration updates auto-
matically or manually, and ensuring that the one or more
network configuration updates do not cause either the peer
node or the one or more remote peer nodes to have a stale view
of the network configuration; and
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execute the distributed transaction via the one or more
multiple network addresses associated with the one or
more remote peer nodes.

8. The system according to claim 7, wherein:

the network configuration includes at least one of
one or more unique names associated with each peer

node,

a list of networks, and
internet protocol (IP) addresses to reach each peer node.

9. The system according to claim 7, wherein:

before responding, the one or more remote peer nodes
check whether local system configuration information is
consistent with local OS/networking configuration.

10. The system according to claim 7, wherein:

the peer node operates to detect a change in a list of coop-
erating peers.

11. The system according to claim 7, wherein:

the network addresses are dynamically changed during the
execution of the distributed transaction.

12. A non-transitory machine readable storage medium

having instructions stored thereon that when executed cause a

system to perform the steps comprising:
initiating, via a peer node, a distributed transaction with
one or more remote peer nodes, each of which is asso-
ciated with multiple network addresses;
verifying, via the peer node, as part of the distributed
transaction, that the one or more remote peer nodes all
have a same view of a network configuration, including,
upon a change in the network configuration,
ensuring that no distributed transaction is initiated dur-
ing a period when the network configuration is incon-
sistent among cooperating peer nodes,
synchronizing the cooperating peer nodes before subse-
quent distributed transactions can be processed,
performing one or more network configuration updates
automatically or manually, and
ensuring that the one or more network configuration
updates do not cause either the peer node or the one or
more remote peer nodes to have a stale view of the
network configuration; and
executing the distributed transaction via the multiple net-
work addresses associated with the one or more remote
peer nodes.
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